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DETAILED ACTION 

1. Claims 1-44 are pending. 



Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs 
of 35 U.S.C. 102 that form the basis for the rejections under 
this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published 
under section 122 (b) , by another filed in the United States before the 
invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351 (a) shall have the 
effects for purposes of this subsection of an application filed in the 
United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English 
language . 

3. Claims 1-6, 8-9, 12-17, 19-20, 23-28, 30-31, 34-39, and 41- 
42 are rejected under 35 U.S.C. 102(e) as being anticipated by- 
Godwin et al (US 6505192) . 

As per claims 1, 12, 23 and 34, Godwin et al discloses 
receiving a network packet having a corresponding security 
association (SA) ; determining for the packet a key value 
corresponding to the SA; using the key value to determine a 
location of an entry in a lookup table, the entry containing 
information corresponding to the SA; retrieving from the entry 



an index to a location of the SA in memory; and retrieving the 
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SA from memory based on the index (see column 6 line 47 through 
column 7 line 10 and lines 25-44) . 

As per claims 2, 13, 24 and 35, Godwin et al discloses 
receiving a network packet comprises a device driver being 
passed an egress packet from an electronic system operating 
system (see column 7 lines 25-44) . 

As per claims 3, 14, 25 and 26, Godwin et al discloses 
receiving a network packet comprises a device driver being 
passed an ingress packet from a network interface device (see 
column 6 line 47 through column 7 line 10) . 

As per claims 4, 15, 26 and 37, Godwin et al discloses the 
key value is a handle created for the SA for an egress packet 
(see column 7 lines 25-44 wherein the name is the handle) . 

As per claims 5, 16, 27 and 38, Godwin et al discloses the 
key value is a security parameter index (SPI) extracted from the 
packet for an ingress packet (see column 6 lines 47-67) . 

As per claims 6, 17, 28 and 39, Godwin et al discloses the 
lookup table entry comprises the key value and the index (see 
column 6 line 47-67) . 

As per claims 8-9, 19-20, 30-31 and 41-42, Godwin et al . 
discloses the location in memory of an SA corresponding to 
egress traffic being in a first table, and the location in 
memory of an SA corresponding to ingress traffic being in a 
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second table and an entry containing information for an SA 
corresponding to egress traffic being in a first lookup table, 
and an entry containing information for an SA corresponding to 
ingress traffic being in a second lookup table (see column 4 
lines 18-67) . 

Claim Rejections - 35 USC § 103 



4. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

5. Claims 7, 18, 29 and 40 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Godwin et al as applied to claims 1, 
12, 23, and 34 above, and further in view of Kobayashi et al (JP 
03164866) . 

As per claims 7, 18, 29 and 40, Godwin et al fails to 
disclose the lookup table entry further comprises a counter to 
track collisions for the entry. 
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However, Kobayashi et al teaches such a counter to track 
collisions (see CONSTITUTION) . 

At the time of the invention it would have been 
obvious to a person of ordinary skill in the art to use 
Kobayashi et al's method of tracking collisions using a counter 
in the security association method of Godwin et al . 

Motivation to do so would have been to allow an output of a 
new address when collisions occur (see CONSTITUTION) . 
6. Claims 10-11, 21-22, 32-33 and 43-44 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Godwin et al as applied 
to claims 1, 12, 23, and 34 above, and further in view of 
Otterness et al (US 6460122) and further in view of Ross et al 
(US 6711562) . 

As per claims 10, 21, 32 and 43, Godwin et al fails to 
disclose supporting a number of network traffic streams,, wherein 
the lookup table has 2 N entries where N is an integer, 2 N being 
the lowest binary number greater than five times the number of 
network traffic streams supported. 

However, Otterness et al teaches a lookup table of size 2 N 
(see column 17 Tables III and IV) and Ross et al teaches the 
size of the table being five times the number of raw data (see 
column 15 lines 1-22) . 
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At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use the table size of 
Otterness et al in the Godwin et al system and to use the more 
specific table size of Ross et al in the modified Godwin et al" 
and Otterness et al system. 

Motivation to do so would have been that it is advantageous 
to have a table size of 2 N (see Table III) and that table sizes 
are typically 20% (or five times) the size of the raw data (see 
Ross et al column 15 lines 1-22) . 

As per claims 11, 22, 33 and 44, the modified Godwin et al, 
Otterness et al and Ross et al system discloses the key value is 
determined by using a bit -wise AND hash function with a mask of 
value 2 N -1, where N is an integer, wherein the hash table 
contains 2 N entries (see Otterness et al column 17 Table III and 
IV) . 

Conclusion 

7. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure. Bournas et al 
(US 6061679) discloses bit-wise AND with a mask value and 
Attwood et al (US 6347376) discloses a table of security 
associations . 
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Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 272-3875. The examiner 
can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Andrew Caldwell can be 
reached on (571) 272-3868. The fax phone number for the 
organization where this application or proceeding is assigned is 
703-872-9306. 

Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . 
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